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INCIDENT RESPONSE PORTFOLIO
Plan development, retainer and tabletop testing, ahead of the incident.

Most organizations only think about incident response mid-incident, which is the most expensive
time to think about it. This is the calm-weather side: building the plan, securing priority access
before you need it, and testing the plan under simulated pressure.

PREPARE. RESPOND. RECOVER. IN THAT ORDER.

Plan development
A customized IR plan aligned to your environment and industry
standards, with simulation exercises to test and refine it.

Retainer
Priority access to IR specialists under pre-negotiated SLAs and
tiered service levels, with unused hours applicable elsewhere.

Tabletop exercise
A guided simulation with IT, legal, communications, HR and
executives, testing decisions under pressure.

Post-breach guidance
Root cause analysis, lessons learned and a remediation strategy
tailored to prevent recurrence.

WHY DIGITALERA

Dedicated consultant
The same IR consultant stays on
your case, start to finish.

Built for your environment
Plans and exercises reflect your
sector, threats and history.

Cross-functional testing
IT, legal, communications, HR and
executives take part.

Full-service support
From forensic investigation to
managed security services.

WHAT YOU CAN EXPECT

A written plan your team has
actually rehearsed

Priority access agreed
before the first alarm

Decisions tested under
simulated pressure

Root cause findings and a
recurrence-prevention plan

Coordination across IT,
legal, comms, HR and
executives

WHAT YOU RECEIVE

Customized IR plan

Retainer terms and SLAs

Tabletop scenario and debrief

Lessons-learned report

How it's scoped
Plan, retainer and tabletop can be
engaged separately or together.
Unused retainer hours can apply to
other services.

Right fit if you want a tested response plan and priority
access in place before an incident happens.

Something else first if you're under attack right now. Call the
emergency line: certified responders answer 24/7, no retainer
required.

Talk to an expert
digitaleragroup.com/contact/incident-response
Active incident? Certified responders answer 24/7, no retainer required.

CALL US: 1-786-621-8600
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